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c) which of these requirements will be addressed through the
' information security management system.
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d) how to communicate.

d) who shall communicate; and
e) the processes by which
communication shall be affected.
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The organization shall plan, implement and
control the processes needed to meet
requirements, and to implement the actions
determined in Clause 6, by:

establishing criteria for the processes;

implementing control of the processes in
accordance with the criteria.

Documented information shall be available
to the extent necessary to have confidence
that the processes have been carried out as
planned.

A

The organization shall plan, implement
and control the processes needed
to meet information security
requirements, and to implement
the actions determined in 6.1.

The organization shall also implement
plans to achieve information
security objectives determined in
6.2.

The organization shall keep
documented information to the
extent necessary to have confidence
that the processes have been
carried out as planned.
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c) changes in needs and expectations of interested parties that
are relevant to the information security management system;
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5.7 Threat intelligence
Information relating to
information security threats
shall be collected and analysed
to produce threat intelligence.

5.23 Information security for
the use of cloud services
Processes for acquisition, use,
management and exit from
cloud services shall be
established in accordance with
the organization’s information
security requirements.

5.30 ICT readiness for
business continuity

ICT readiness shall be planned,
implemented, maintained and
tested based on business
continuity objectives and ICT
continuity requirements.

A7 AERS R 251 (Physical security monitoring)

1. 25 hE
e B IR EE IS (Premises) REE FHEARKLBENERED
(physical access) -

2. BHY
BT PR L SR AR R RO B BRI L -

7.4 Physical security
monitoring

Physical security for offices,
rooms and facilities shall be
designed and implemented.
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8.9 Configuration management
Configurations, including
security configurations, of
hardware, software, services
and networks shall be
established, documented,
implemented, monitored and
reviewed.

8.10 Information deletion
Information stored in
information systems, devices or
in any other storage media shall
be deleted when no longer
required.

8.11 Data masking

Data masking shall be used in
accordance with the
organization’s topic-specific
policy on access control and
other related topic-specific
policies, and business
requirements, taking applicable
legislation into consideration.

8.12 Data leakage prevention
Data leakage prevention
measures shall be applied to
systems, networks and any
other devices that process,
store or transmit sensitive
information.
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Transition period

Companies certified
against the 2013 oct 25

2024

18 months Apr. 30

8.16 Monitoring activities
Networks, systems and
applications shall be
monitored for anomalous
behaviour and

appropriate actions taken to
evaluate potential information
security incidents.

8.23 Web filtering

Access to external websites
shall be managed to reduce
exposure to malicious content.

8.28 Secure coding

Secure coding principles shall
be applied to software
development.
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